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题目：Distinguishing 5-Round AES from Random Permutations
主讲人：孙兵
时间：2016年5月17日（星期二）14：00
地点：中国科学院信息工程研究所3号楼3224室
摘要：                                         

This talk mainly concentrates on distinguishing attack on the round-reduced AES cipher by investigating the details of both the S-boxes and the MDS matrices. We will show how to construct 5-round conditional zero-correlation linear hulls for the AES by which we can construct 5-round integrals provided that the difference of two sub-key bytes is known. At last, we will prove that 5-round AES can always be distinguished from random permutations, which is the longest distinguishing attack for the round-reduced AES in the secret-key setting. These results could be used in constructing hash functions based on the AES-like SPN structures. It is interesting to show that the security margin for the round-reduced AES under the chosen plaintext attack may be different from that under the chosen ciphertext attack.
主讲人简介：

孙兵博士于2009年获国防科技大学理学博士学位，2013年至2014年在比利时天主教鲁汶大学访问学习一年，2015年7月至10月访问新加坡南洋理工大学。主要从事编码密码理论及其应用方面的研究工作，在CRYPTO、EUROCRYPT、FSE和ACISP等密码学国际学术会议和著名期刊发表学术论文40余篇，在科学出版社出版专著一部。
[image: image2.png]